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C: Closed, R: Read-mode, W: Write-mode, D: Draft

close close flush

FILE f;
init (&f);
open_w (&f) ;
write (&f);
close (&f);
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annotations ACSL

vérification ACSL
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1 def FILE) fd == C R W D; }
\ ! ( ) ! ! | Di 7 | \trans, f==W, {write}, f==D;
2 | \final{C};
. s | \trans, f==D, {write}, f==D;
3 | \trans, f==Undef, {init}, f£f==C;
9 | \trans, f==D, {flush}, f==W;
4 | \trans, f==C, {open_w}, f==W;
10 | \trans, f==W, {close}, £f==C;
) s, E==Cp fopen g, Sk 11 | \trans, f==R, {close}, f==C;
6 | \trans, f==R, {read}, f==R; 4 4 4 “
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Software Analyzers

Type des traqueurs

1 |enum ts_fd {Undef = 0, C =1, R=2, W= 3, D= 4};
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Type des traqueurs

1 enum ts_fd {Undef = 0, C =1, R=2, W= 3, D= 4};

‘ Fonction instrumentée
Spécification typestate

1 | /%@
2 requires xtr_f == W || xtr_f == R;
. o 3
s {fW} Close {fc} 4 behavior ts_0:
2 {fR} close {fC} 5 assumes *tr_f == W;
6 ensures *tr_f == C;
7
8 behavior ts_1:
o , - . 9 assumes *tr_f == R;
Fonction d'origine 10 i e E o
11 complete behaviors;
12 disjoint behaviors;
1 |FILE close (FILE xf) 13 1 +/
14 FILE close (FILE «f)
15 /*Q@ ghost (enum fd \ghost *tr_f)«/
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Type des traqueurs

1 enum ts_fd {Undef = 0, C = 1,

Spécification typestate

1

2

1| {£:W} close {f:C} )
2 | {f:R} close {f:C} 5
6

7

8

- ’ - 9
Fonction d'origine 10
11

12

1 | FILE close (FILE «f) 1131
15
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INSTRUMENTATION DES FONCTIONS D’API

R=2, W= 3, D= 4};

Fonction instrumentée

/%@
requires xtr_f == W || xtr_f == R;

behavior ts_0:
assumes *xtr_f =
ensures *tr_f

Q=

behavior ts_1:
assumes *tr_f
ensures *tr_f ==
complete behaviors;
disjoint behaviors;
*/
FILE close (FILE «f)
/+@ ghost (enum fd \ghost *tr_f)«*/

R;
C;
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Code-client d'origine

int main () {
FILE f; FILE xp;
p =& I
init (

write
flush ;
close (& f);
return O;

’

p);
)i
)i

1
2
3 i£g
4 P);
5 open_w (
6 (p
7 (p
8 &
9
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Code-client instrumenté

int main () {

/+*Q@ ghost enum fd tr_f;

enum fd \ghost xtr_p; x/
FILE f; FILEx p;
/*Q@ ghost tr_f = 0; =/
p =& £;
//@ ghost tr_p = & tr_f£f;
init (p) /xQ@ ghost (tr_p)«*/;

open_w(p) /@ ghost (tr_p)x/;

write (p) /*@ ghost (tr_p)«*/;
flush(p) /+@ ghost (tr_p)=«/;
close(& f) /+Q@ ghost (& tr_f)
//@ assert tr_f == C;

return 0;

*/;
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Code-client instrumenté

int main () {

/*@ ghost enum fd tr_f;

enum fd \ghost xtr_p; =*/
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Code-client instrumenté
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GREFFON TYPESTATES ANALYSE AVEC FRAMA—C
Appel de FRAMA-C en ligne de commande

1 | frama-c -typestates flush.c -then-last -wp -wp-rte —-wp-smoke-tests

Sortie de FrRAMA-C

kernel] Parsing flush.c (with preprocessing)
wp] Running WP plugin...
wp] 34 goals scheduled

N o g oA W N R

wp] Proved goals: 34 / 34
Qed: 16 (3ms—2ms—-6ms)
Alt-Ergo 2.6.0: 18 (0.50ms—-6ms—-24ms)
Smoke Tests: 10 / 10
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Wp (vérification déductive), EvA (interprétation abstraite), E-ACSL (vérification a I'exécution)
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" GREFFON TYPESTATES CONDITIONS DE GARDE CLASSIQUES
Mode d’ouverture en paramétre
int open (FILE xf, char mode);

1
2

3 | \trans, \guard(mode=='R’), f==C, {open}, f==R;
4 | \trans, \guard(mode=='W’), f==C, {open}, f==W;
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Mode d’ouverture en paramétre

1 int open(FILE xf, char mode);

2

3 | \trans, \guard(mode=='R’), f==C, {open}, f==R;
4 | \trans, \guard(mode=='W’), f==C, {open}, f==W;

Code d'erreur en valeur de retour

\result!=0), f==C;
\result!=0), £f==C;
\result==0), f==R
\result==0), f==W;

\trans, \guard(mode=='R’), f==C, {open}, \post
\trans, \guard (mode==’ ’), f==C, {open}, \post
\trans, \guard(mode=='R’), f==C, {open}, \post
\trans, \guard(mode=='W’), f==C, {open}, \post

AW N =
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2
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Code d'erreur en valeur de retour

\trans, \guard(mode=='R’), f==C, {open}, \post (\result!=0), f==C;
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Mode d’ouverture en paramétre

1 int open(FILE xf, char mode);

2

3 | \trans, \guard(mode=='R’), f==C,
4 | \trans, \guard (mode=='W’), f==C,

Code d'erreur en valeur de retour

\trans, \guard (mode=='
\trans, \guard(modezz’
\trans, \guard (mode=='
\trans, \guard (mode=='W’

"y, f==C
), f==C
), £==C
), f==C

4

14
’

AW N =
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{open},
{opent},

{open}t,
{open},
{open},
{open},

CONDITIONS DE GARDE CLASSIQUES

\post (\result!=0), f==C;
\post (\result!=0), f==C;
\post (\result==0), f==R;
\post (\result==0), f==W;
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1| /%@
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16 */
17 | int

27-01-2026 -

FONCTION OPEN AVEC CODE D’ERREUR

requires (xtr_f == C && (mode == 'R’)) || (xtr_f == C && (mode == "W'));
behavior ts_0:
assumes *tr_f == C && (mode == '"R’);
ensures trans_complete: (\result == 0) || (\result != 0);
ensures trans_disjoint: ! ((\result == 0)) || ! ((\result != 0));
ensures (\result == 0) ==> *xtr_f == R;
ensures (\result != 0) ==> *xtr_f == C;
behavior ts_1:
assumes *tr_f == C && (mode == "W');
[...]
complete behaviors ts_0, ts_1;
disjoint behaviors ts_0, ts_1;
open (FILE *f, char mode) /%@ ghost (enum ts_fd \ghost xtr_f) */;

SP
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FONCTION OPEN AVEC CODE D’ERREUR

1 | /xQ@ requires (*xtr_f == C && (mode == 'R’)) || (*tr_f == C && (mode == "W'));
2

3 behavior ts_0:

4 assumes *tr_f == C && (mode == '"R’);

5 ensures trans_complete: (\result == 0) || (\result != 0);

6 ensures trans_disjoint: ! ((\result == 0)) || ! ((\result != 0));
7 ensures (\result == 0) ==> xtr_f == R;

8 ensures (\result != 0) ==> *xtr_f == C;

9

10 behavior ts_1:

11 assumes *tr_f == C && (mode == "W');

12 [...]

13

14 complete behaviors ts_0, ts_1;

15 disjoint behaviors ts_0, ts_1;

16 */

17 | int open (FILE xf, char mode) /%@ ghost (enum ts_fd \ghost xtr_f) */;
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Software Analyzers

1 | \trans,
2 | \trans,

Code-client d'origine

close (&f);

1 |int main() {

2 FILE f; int res;

3 init (&f);

4 res = open(&f, 'R’);
5 if (res==0) {

6 read (&f) ;

7

8

9

27-01-2026 - SP

\guard (mode=="'R"),
\guard (mode=='R"),

f==cC,
=C,

CODE-CLIENT OPEN AVEC CODE D’ERREUR

\post (\result==0),
\post (\result!=0),

{open},
{opent},

f==R;
f==C;

Code-client instrumenté

int main () {

/+*@ ghost enum fd tr_f;
FILE f; int res;
/+@ ghost tr_f = 0; =/

init (& f) /*@ ghost (& tr_f)x/;
res=open(& £, '"R’) /*@ ghost (& tr_f)
if (res == 0) {
read (& f) /@ ghost (& tr_f) */;
close (& f) /%@ ghost (& tr_f) «/;
}
//@ assert tr_f == C;

return 0O;

*/;
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Software Analyzers

1 | \trans,
2 | \trans,

Code-client d'origine

int main () {
FILE f; int res;
init (&f);
res = open (&£,
if (res==0) {
read (&f) ;
close (&f);

'R);

© © N O O A W N R
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\guard (mode=="'R"),
\guard (mode=='R"),

CODE-CLIENT OPEN AVEC CODE D’ERREUR

f==C, {open}, \post (\result==0), f==R;
==C, {open}, \post (\result!=0), f==C;
Code-client instrumenté
1 int main () {
2 /+@ ghost enum fd tr_f;
3 FILE f; int res;
4 /*@ ghost tr_f = 0; =*/
5 init (& f) /*@ ghost (& tr_f)x/;
6 res=open(& £, '"R’) /*@ ghost (& tr_f)
7 if (res == 0) {
8 read (& f) /@ ghost (& tr_f) */;
9

close (& f) /+@ ghost (& tr_f) =*/;
}
//@ assert tr_f == C;

return 0O;

*/;
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> Les objets ne sont modifiables qu’a travers les fonctions de I'API
> Les transitions typestate doivent étre déterministes

> Allocation dynamique compatible uniquement avec |'analyse par Eva
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Limitations

> Les objets ne sont modifiables qu’a travers les fonctions de I'API
> Les transitions typestate doivent étre déterministes

> Allocation dynamique compatible uniquement avec |'analyse par Eva

Perspectives

> Enrichir études de cas (sockets, itérateurs ...)
> Interaction plus fine avec EvA (domaine abstrait, partitionnement)
> Bonne formation spécification (réseaux de Petri)

> Typestates d'objets en interaction
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BACKUP SLIDES
Sotvare Anayzers

1 Iterator itl = list_begin(l);
2 Iterator it2 = list_begin(l);
3 if (hasNext (itl)) {add(1,1)};
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BACKUP SLIDES

Spécification Typestate
1 | {f:W} close {f:C}
2 | {f:R} close {f:C}
Fonction d'origine

FILE close (FILE «f) {

//update f
return 0;

N O N
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INSTRUMENTATION DES FONCTIONS D’API

Fonction instrumentée

/%@
requires xtr_f == W || *«tr_f == R;

behavior ts_0:
assumes *tr_f == W;
ensures *tr_f == C;

behavior ts_1:
assumes *tr_f == R;
ensures *tr_f == C;
complete behaviors;
disjoint behaviors;
*/
FILE close (FILE *f)
/+@ ghost (enum fd \ghost *tr_f)x/{

. //update f
/*@ ghost
if (xtr_f == W) {
*tr_f = C;
} else if (xtr_f == R) {
*tr_f = C;
Yi o +/

return 0;
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BACKUP SLIDES INSTRUMENTATION DES FONCTIONS D’API

Fonction instrumentée

1 | /+@
T 0

Spécification Typestate g o el — T ] el — %
4 behavior ts_0:
5 assumes *tr_f == W;

1 {f.W} close {f.C} 6 ensures *tr_f == C;

2 | {f:R} close {f:C} 7
8 behavior ts_1:
9 assumes *tr_f == R;
10 ensures *tr_f == C;

a ’ o o 11 complete behaviors;
Fonctlon d Orlglne 12 disjoint behaviors;

13 x/
14 FILE close (FILE xf)

1 FILE close (FILE *f) { 15 /*@ ghost (enum fd \ghost xtr_f)x*/{
16 ... //update f

2 //update f 17 /+@ ghost

. 18 if (#tr_f == W) {

3 return 0; 5 -

4 |} 20 } else if (+«tr_f == R) {
21 *tr_f = C;
22 Yi x/
23 return 0;
24 }
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Fonction instrumentée
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T -
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4 behavior ts_0:
5 assumes *tr_f == W;

1 {f.W} close {f.C} 6 ensures *tr_f == C;

2 | {f:R} close {f:C} 7
8 behavior ts_1:
9 assumes *tr_f == R;
10 ensures *tr_f == C;

a ’ o o 11 complete behaviors;
Fonctlon d Orlglne 12 disjoint behaviors;

13 | «/
14 FILE close (FILE xf)

1 FILE close (FILE *f) { 15 /+@ ghost (enum fd \ghost xtr_f)x*/{
16 ... //update f

2 //update f 17 /+@ ghost

. 18 if (xtr_f == W) {

3 return 0; 5 -
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EXEMPLE

BACKUP SLIDES

Software Analyzers

1 int main () {

2 FILE f1, f2;

3 init (&£f1);

4 init (&£2);

5 FILE t[2] = {fl, f2};

6 /%@

7 loop assigns 1i,t[0..1];

8 loop invariant 0<=i<=2;

9 loop ts_invariant \forall integer j; i<=3j<2 ==> \ts(t[j])==C;
10 loop ts_invariant \forall integer j; \ts(t[j])==R;
11 loop variant 3-i;

12 */

13 for (int i = 0; 1 < 2; i++){

14 open (&t [i],’R");

15 }

16 /%@

17 loop assigns 1i,t[0..1];

18 loop invariant 0<=i<=2;

19 loop ts_invariant \forall integer j; i<=3j<2 ==> \ts(t[j])==R;
20 loop ts_invariant \forall integer j; 0<=j<i ==> \ts(t[j])==C;
21 loop variant 3-i;

22 */

23 for (int i = 0; 1 < 1; i++){

24 close (&t [i]);

25 }

26 return 0;

27 }
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